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dentity-Based Encryption (IBE)
Shamir84]

Identity of the recipient used as the public key
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dentity-Based Encryption (IBE)
Shamir84]

Four Algorithms: (S, K, E, D)

S(la) — (pp, msk) pp are public parameters
msk is the master

secret-key

K(msk,ID) — sk, sk, secret key for ID

E(pp,ID,m) - c encrypt using pp and ID

D(sk;p,c) —->m decrypt c using sk,



Security of IBE [BFO1]

e Attacker has access to any number of keys for
identities of his choice

e Attacker cannot break security for any other identity



Security of IBE [BFO1]

Challenger Adversary
pp

ID

sk;p = K(msk,ID)

ID*
c = E(pp,1D", b)
ID

sk;p = K(msk,ID)

|Pr[b =b'] —1/2| ~neg(4) b’ €{0,1}



Security of IBE [BFO1]
ID* ©

D o
Challenger < Adversary
pPp

ID

sk;p = K(msk, ID)

¢ =E@p,ID",b)
ID

sk,;p, = K(msk,ID)

|Pr[b =b'] —1/2| ~neg(4) b’ €{0,1}



Bilinear Groups

* High level: Groups where CDH is hard but DDH is easy
* Consider group G of prime order g and generator g

* Comes with a - Bilinear map e
ce: GX G- GT
* If g is a generator of G then e(g, g) is a generator of G

*Vabe Z;e(g% gP) =elg g%
* DDH is easy: how?

* A,B,CisaDDHtupleifandonlyife(4,B) =e(g,(C)
e CDH is hard: how?

e Cannot prove! Assume as no attacks are known.



Decisional Bilinear Diffie-Hellman

Assumption

DBDH,, ; (n)

1. Run4(1™) to obtain
(G,C?,g,q,e).

2. ab,c,r<Z;andf «
(0,1. 1

3. éGisgiven ) and

,Gr,g,q) an

(ga’gb,g?’ e(g’g)abc+ﬁr)
outputs 5.

4. Output1if f ="and0

otherwise

DBDH is hard relative to g if
Vv PPT A 3 negl such that:
|Pr[DBDHA’¢(n) - 1] _ 1/2| < negl(n).



Three party Non-Interactive Key-
Exchange

Sample
a < Z; Alice
a
\g /

Shared key k = e(g, g)*¢
Alice can compute it by
exponentiatinge(g?, g¢) with a 9

Sample
b« Z,

c

Carole

Sample
C < Zg



IBE Construction

Let H : {0,1}* — G be a hash function

* S(1™): Output mpk = g%andmsk = a

 K(msk, id): Output sk;; = H(id)“

* E(mpk,id,m € G ): Sample r « Z; and output
co=9,c, =m- e(mpk,H(id))r

* D(sk;q, (co, ¢1)): Output -

e(co,Skiq)

* Correctness: Follows by a simple check

 Security: Given g%, g" and H(id), e(g,H(id))ar is indistinguishable from
uniform.



Digital Signhatures from
IBE



IBE => Digital Sighatures

e Gen(1™): Sample (mpk, msk) < S(1") and
output pk = mpk, sk = msk

* Sign(sk, m): Output 0 « K(msk, m)

* Vrfy(pk, m,o): Output 1if and only if for a

random h « G, we have that
D(a, E(mpk, m, h)) = h



Proof

 Attackers ability to produce a forgery on a message
m™ directly translates to breaking the security of
the IBE on identity id™ = m”.

IBE Adversary DS Adversary
mpk _ pk
> pk - mpk >
m ) m
Skm o =sk,
o id'=m’
c’ . Decrypt ) m’,o”

B’ c*using o*




CCA Security from IBE



CCA SeC U rlty Much hasrecilcfirnign.the PKE

PubK&%* (n) Encryption scheme
’ is
1. (pk, Sllf) < G(1") and indistinguishable in the
give pkto A. presence of a CCA attacker, or
2. APecSk) gutputs Is CCA-secure if
mg'ml €10,1},Imol = v PPT 4t holds that: .
1 .
3. be {01 ce Pr[PubK = 1] <
(pk,my) + negl(n)

4. cis given to AP¢c(sk)

and it outputs b’ (query c
not allowed)

5. Outputlifb = b’andO
otherwise



CCA Security from IBE



IBE => CCA1 Secure PKE

e Gen(1™): Sample (mpk, msk) < S(1") and
output pk = mpk,sk = msk

* Enc(pk, m): Sample a random identity id. Output
ciphertext as (id, E(pk,id, m))

* Dec(sk, (id, c)): Output D(K(sk, id), c)



Proof

IBE Adversary CCA1 Adversary
mpk _ pk =mpk pk .
id id, c
« Can Decrypt <
skia D(skig,c)
id*, mg, m, Sample o o omy,my
< random id ¢
c* (id*,C*)

v
v

B’ p

A

A




What is the problem in getting
CCA2?

* The adversary can generate ciphertexts for identity

id" that the IBE adversary (or reduction) will not be
able to answer

IBE Adversary CCA1 Adversary
mpk . pk =mpk pk R
id id, c
« Can Decrypt <
skig D(skiq,c)
id*, mg, my Sample o  mg,my
< random id *
c* (id*,c")

v
v

id*,c
Can’t Decrypt new




How can we fix this?

* Two possibilities:
* Develop a method to enable decryption of such new
ciphers.
* Prevent CCA2 attacker for asking such decryption
gueries.

* How can we prevent the attacker for asking such
gueries?

Replace identity
with verification key
of a signature
scheme



Strongly
Unforgeable

IBE => CCA2 Secure PKE =~ "=

e Gen(1™): Sample (mpk, msk) < S(1") and
output pk = mpk,sk = msk

* Enc(pk, m): Sample (pksig, sksig) « Geng;,(1M).
1. Setid = pkg;y,
2. ¢ < E(pk,id,m)
3. 0 « Slgn(skﬂg, )
4. Output ciphertextas (id, c, o)
* Dec(sk, (id, c¢)): Output D(K(sk,id),c) if
Ver(pksig = id, c, 0) = 1 and error L otherwise.



CCA2 secure PKE

y 3

v

A

v

<
<

ﬁl

v

IBE Adversary

pk = mpk

Can Decrypt

Sample
random id”

One-time security for the
signature scheme suffices.

CCA2 Adversary

A

v

id, c

D(sk;4,c)

y 3

v

mp, mq

(id*,c")

<
<

v

R ES
1d”, Crew

BI

The ciphertext ¢, = (id*,c’,0") issuch that (c’,0’) # (c¢*,0") and it needs to be
decrypted only if Vrfy(id*,c’,a') = 1. Specifically, IBE adversary can safely return L if
this test is the signature verification fails. However, if the signature verification success
then (c¢’, ') is actually a forgery for the underlyingsignature scheme.



Thank Youl!




